Position: SOC/IS Analyst
Division: Risk Management Division
Location: Head Office Karachi

Experience & Qualification:

Bachelors preferably BSc Computers / Information Technology/ Telecom / Electrical with minimum of 1-2
years of relevant experience.

Main Duties & Responsibilities:

e Primarily responsible for security event monitoring, management and response.

e Continuous assessment of existing software, systems, Applications, portals, network and
infrastructure to identify the vulnerabilities and risks.

e Assessment of web, mobile apps and their integrations with mission critical IT systems.

e Evaluation of integration process of IT systems with external entities through APIs or other
methods.

e Build a plan to mitigate the vulnerabilities and risks identified during assessment exercise.

e Ensure incident identification, assessment, quantification, reporting, communication, mitigation and
monitoring.

e Perform threat management, threat modeling, identify threat vectors and develop use cases for
security monitoring.

e Report writing, dashboards, metrics for SOC operations and presentation to Sr. Management.

e Co-ordination with stakeholders, build and maintain positive working relationships with them.

Any other task assigned by the Line Manager/ Management is to be performed to the best of his/her
capability.”



