
Position: Unit Head IS/CISO 
Division: Risk Management Division  
Location: Head Office Karachi 
 

Job Summary 

The Unit Head / CISO is responsible for establishing, implementing, and maintaining the bank's enterprise information 
security strategy. The role ensures confidentiality, integrity, and availability of information assets while complying with 
regulatory requirements, managing cyber risks, and supporting business objectives. 

Key Responsibilities: 

• Develop and implement the bank's Information Security Strategy.  
• Establish information security policies, standards, and procedures.  
• Ensure alignment with business objectives and regulatory requirements.  

• Present cybersecurity updates to senior management and the Board. Identify, assess, and monitor 
cybersecurity risks.  

• Maintain the enterprise cyber risk framework.  
• Conduct risk assessments for new products, services, and technologies.  
• Define risk appetite and recommend mitigation measures. 

• Ensure compliance with central bank regulations, data privacy laws, and industry standards.  
• Coordinate regulatory examinations and audits.  
• Monitor implementation of audit findings.  

• Oversee Security Operations Centre (SOC) activities.  
• Monitor cyber threats and vulnerabilities.  
• Ensure timely incident detection and response.  
• Supervise vulnerability assessments and penetration testing. 

• Lead cybersecurity incident management.  
• Coordinate investigations of security breaches.  
• Ensure lessons learned are incorporated into security improvements.  
• Report significant incidents to regulators and senior management.  

• Oversee user access governance.  
• Ensure implementation of least privilege and segregation of duties.  
• Review privileged access controls.  

• Ensure secure configuration of networks, servers, databases, cloud, and applications.  
• Review security architecture for new initiatives.  
• Oversee encryption and key management. 

• Support Business Continuity Planning (BCP).  
• Participate in Disaster Recovery (DR) planning and testing.  
• Ensure cyber resilience.  



• Develop security awareness programs.  
• Conduct phishing simulations and employee training.  
• Promote a security-conscious culture.  

• Lead the Information Security Department.  
• Develop staff capabilities.  
• Manage departmental budgets and strategic initiatives.  

Education 

• Bachelor's degree in Computer Science, Information Security, Information Technology, or related field.  
• Master's degree preferred. 

Experience 

• Minimum 6-8 Years of experience, preference will be given to those having 8-10 years’ experience in 
information security in banking 

• Strong understanding of banking regulations, cybersecurity frameworks, and risk management. SWIFT 
Customer Security Controls Framework (CSCF)  
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